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Traditional View of Infosec

People used to think that the Internet was
INSecure because of lack of features i
Chy/pLoe, authentication, filternng

S We all werked on providing better,
cheaper security features - AES, PKI,
it Flewal | s e

About 1999, some of us started to realize
that this IS not enough
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Economics and Security

Since 2000, we have started to apply. econoemic
analysis to I security. and dependability

It often explains failure better!

Electronic banking: UK hanks were: lessiliable for
fraud, se ended up suffernng more: mternalfraud
and mere errers
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attack the mfected machine se: much as using it
o attack others

Why Is Micresofit software so Insecure, despite
market dominance?
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New View of Infosec

Systems are often Insecure because the
people whoe guard them, or Whoercould fix
them, have Insufficient INCENLIVES

ArBank custemers suffer When poerly-designed
pPank systems make fraud and phishing easier;

A Casine wepsites sufferwhen infected PEs rin
DDoeS attacks on'them

Insecurity Is often what economists call an
0 ext er asde-eftect, bke
environmental pollution
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