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Traditional View of Infosec

ÂPeople used to think that the Internet was 
insecure because of lack of features ï
crypto, authentication, filtering

ÂSo we all worked on providing better, 
cheaper security features ïAES, PKI, 
firewalls é

ÂAbout 1999, some of us started to realize 
that this is not enough
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Economics and Security

Â Since 2000, we have started to apply economic 
analysis to IT security and dependability

Â It often explains failure better! 

Â Electronic banking: UK banks were less liable for 
fraud, so ended up suffering more internal fraud 
and more errors

Â Distributed denial of service: viruses now donôt 
attack the infected machine so much as using it 
to attack others

Â Why is Microsoft software so insecure, despite 
market dominance?
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New View of Infosec

ÂSystems are often insecure because the 
people who guard them, or who could fix 
them, have insufficient incentives

ÂBank customers suffer when poorly-designed 
bank systems make fraud and phishing easier

ÂCasino websites suffer when infected PCs run 
DDoS attacks on them

Â Insecurity is often what economists call an 
óexternalityô ïa side-effect, like 
environmental pollution


